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Introduction

Organisations are increasingly dependant on information and communication
technology (ICT) for their day-to-day activities. Whilst this delivers significant benefits,
it may also introduce new risks, which if not managed correctly can significantly
impact upon operations, financial performance, legal compliance and reputation.
Research suggests that the cost of cyber crime in the UK is £34.1 billion per year.
Example risks include:
•

Data loss, corruption and theft.

•

Cyber fraud, extortion and terrorism.

•

Denial of service attacks.

•

Hardware and software failure.

•

Interruption to networks and
communication systems.

•

Key supplier failure.

As the scale, complexity, interconnectivity and portability of technology continues to develop,
so do the potential risks. Recent trends, such as the use of cloud computing, internet of things,
smart phones and tablet devices present new risks that need to be managed. This document
seeks to provide an overview of key cyber legislation, techniques used by cyber criminals and
potential risk reduction and control measures.
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key legislation
Key legislation includes:

Computer Misuse Act 1990 (as amended)
This legislation was introduced to protect computer material against unauthorised access or
modification. Offences under the Act are categorised as follows:
•

Unauthorised access with intent to commit or facilitate commission of further offences.

•

Unauthorised acts with intent to impair, or with recklessness as to impairing, operation of
computer, etc.

•

Unauthorised acts causing, or creating risk of, serious damage.

•

Making, supplying or obtaining articles for use in computer misuse offences.

General Data Protection Regulation*
Very much in summary, the General Data Protection Regulation (GDPR) requires organisations to
comply with six data protection principles to ensure that personal information is:
1.

Processed fairly and lawfully in a transparent manner.

2.

Obtained and processed only for specified and legitimate purposes.

3.

Adequate, relevant and limited to what is necessary.

4.

Accurate and kept up to date.

5.

Retained for no longer than is necessary.

6.

Protected against unauthorised or unlawful processing, accidental loss or damage

Failure to comply with the GDPR can result in maximum fines of €20m or 4% of global
worldwide turnover, whichever is greater. Further guidance on the GDPR is available upon
request from Griffiths & Armour.

The Privacy and Electronic Communications (EC Directive)
Regulations 2003 (as amended)
These Regulations cover electronic marketing, such as unsolicited commercial communications
e.g. spam, and cookies (small files which are downloaded when users access certain websites).
Very much in summary, the Regulations require organisations to have consent from individuals
before sending them direct marketing communications or storing cookies on their system.

Other Legislation
In many cases, the law applies irrespective of the means by which an offence is committed and can
therefore include cyber elements. Examples include theft, fraud, copyright, defamation, discrimination,
incitement to commit a crime, etc. Given the absence of a worldwide consensus on internet
regulation, care must be exercised when providing web-based services on an international basis.
* Retained legislation under the European Union (Withdrawal) Act 2018.
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Techniques Used by Cyber Criminals
Cyber criminals employ a wide variety of techniques to achieve their aims and
these include:

malware

phishing

spoofing

social
engineering

drive-by
downloads

watering
holes

denial of
service

MAlware
Malware refers to malicious software which cyber criminals seek to introduce
into computer systems and networks, often to access confidential information
and/or cause damage. Examples of common types of malware include:

virus

A form of malware that is capable of infecting other programs and computers.

worm

A program that spreads across a network and typically causes harm by consuming bandwidth
and overloading servers.

trojan Horse

Malicious software which disguises itself as a normal program or file to trick users into
downloading, opening and/or installing it.

ransomware

Malicious software designed to block access to a computer system until a sum of money is paid.

spyware

Malicious software that functions by monitoring user activity without their knowledge. This can
include recording keystrokes and collecting login credentials and payment card information.

rootkit

Malware designed to provide continued privileged administrator access to a computer allowing
for settings to be changed and further malware to be installed. Rootkits can be difficult to detect
and remove as they actively hide their presence.

adware

Programs that are designed to display advertisements on your computer, redirect your search
requests to advertising websites and collect marketing data about you. Where this is undertaken
without your permission, adware is regarded as malicious.
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PHISHING
This is a technique often involving spam (junk) email used to trick people into taking
action they should not, such as opening an infected email attachment, clicking on a
malicious link, divulging login credentials or visiting a malicious website.
Phishing aimed at specific individuals is referred to as ‘spear phishing’, whereas ‘whaling’ is the
term used when a high-profile individual is targeted. In such cases information gleaned from
elsewhere, such as social media accounts, can be used by attackers to make the email more
relevant, credible or interesting to the recipient.

SPOOFING
This is the act of pretending to be someone else, which can mislead an individual into
believing a user, email, website or phone call is from a legitimate source. This can include:
•

Copying the style of trusted organisations’ emails and websites.

•

The use of organisational logos.

•

Telephone number spoofing (so that caller ID appears correct).

Social Engineering
Social engineering is the personal manipulation of an individual to perform certain
actions or divulge confidential information. Approaching half of all successful
cyber security attacks now involve some form of social engineering with common
approaches and techniques including:
•

Notifying a change of client or supplier bank account details.

•

Providing an update in client or supplier contact information.

•

Contacting individuals pretending to be a member of the in-house IT support team and
asking users to disclose their login credentials or install software to fix a problem.

•

Calling to request a new account or a change to the login credentials of an existing account.

•

Name dropping senior colleagues within the organisation in an attempt to pressure
individuals to take certain action.

•

Offering something in return or a benefit for their requested action.

•

Gradually building a rapport with ‘small talk’ and then asking for a favour.
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Drive-by downloads
A drive-by download of data or software happens without the knowledge or
consent of the user. Drive-by downloads may occur, for example, when a user visits
a website and clicks on what appears to be a legitimate link, such as to navigate to
another part of the site, which then results in malicious software being downloaded
onto their PC.

Watering holes
A watering hole is where an attacker identifies websites likely to be visited by a
group and then infects these with malware. Eventually, a member of the group
targeted becomes infected.

denial of service attacks
A type of attack that attempts to prevent a system from processing or
responding to legitimate requests, typically by overloading the system with
an excessive number of fabricated requests. This means websites and other
systems might not be able to handle legitimate enquiries and orders.
Such attacks can also be used to mask other fraudulent activity.
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Risk Reduction and Control Measures
The guidance in this section is broken down into the following categories:

Cyber risk
management
strategy

Resilience
and business
continuity

System
security

Data
protection

Payment card
Website,
internet, email transactions
and phone use

Cyber Risk Management Strategy
A cyber risk assessment is fundamental to determining an effective cyber risk
management strategy. Areas to consider include:
•

The operations of the organisation and how critical each of these are.

•

Operations that may be at high risk of attack and when this might occur, for example
outside normal operating hours.

•

Revenue streams that are directly dependant upon ICT systems.

•

The dependence of operations on general ICT services, such as email, internet and
intranet access.

•

IT services delivered to third parties.

•

The territorial limits of operations and services.

•

Key ICT hardware, infrastructure and software.

•

Network and communication system configuration.

•

Outsourced ICT services and key ICT suppliers.

•

Relevant contractual terms and conditions.

•

Potential costs and fines associated with a cyber risk event.

Cyber risks Risk Directory 2022/2023

6

Once completed, this will allow appropriate policies and procedures to be established. Areas to
consider include:
•

Acceptable use.

•

Network security (including Wi-Fi).

•

Access rights and control.

•

Outsourcing and vetting third parties.

•

Anti-malware.

•

Patch management.

•

Bring your own device.

•

Payment cards.

•

Change management.

•

Penetration testing.

•

Data backup.

•

Portable devices.

•

Email security.

•

Removable media.

•

Encryption and key management.

•

Secure areas.

•

Firewalls and routers.

•

Secure configuration baseline.

•

Home and mobile working.

•

Secure storage and disposal.

•

Incident management and recovery.

•

Social media.

•

Information security.

•

Software installation.

•

Internet usage.

•

Starters, movers and leavers.

•

Website security.

•

Testing resilience.

•

Mobile device management.

•

Training.

•

Maintenance and support.

•

Vulnerability scanning.

NB A separate guidance document on cyber incident response is available from Griffiths & Armour
upon request.
Policies should be communicated to relevant individuals and periodically reviewed, tested and
audited. Management responsibilities for cyber risk should be formally assigned and regular meetings
held to ensure protections continue to be suitable.
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Resilience and Business Continuity
Ensuring that ICT systems are resilient and planning for business continuity are
considered to be key elements of cyber risk management. Associated plans and
arrangements should be based upon a business impact assessment linked to
agreed recovery time and recovery point objectives.
Recovery Time Objective:

The period within which a business process must be restored to
avoid unacceptable consequences.

Recovery Point Objective:

The period within which the quantity of data lost does not have
unacceptable consequences.

Wherever possible, ICT systems deemed to be critical should avoid single points of failure, i.e.
where the interruption of one part prevents the entire system from functioning. Approaches to
achieve this often involve providing secondary backup systems to take over should primary
systems fail. Examples include dual communication paths and ‘mirrored’ server systems, where
data is replicated across two or more servers. Care should be taken to ensure that secondary
systems are not at risk from the same interruption event as primary systems, such as having
communication lines routed via the same telephone exchange. In some instances, single points
of failure in critical systems are accepted on the basis that these are subject to a very high level
of protection. This can include:
•

Emergency electrical power and surge protection.

•

Fire detection and suppression systems.

•

Physical and electronic security measures.

•

Back up temperature control systems.

•

Environmental monitoring systems.

For less critical systems, a lower level of protection coupled with an emergency response
approach may be considered more appropriate. The latter could involve rerouting or rebuilding
systems, regular data backups (retained off-site) and the use of disaster recovery centres.
The usage and capacity of all key ICT systems need to be continually forecast and monitored to
avoid these becoming overloaded. All key hardware and software should be suitably maintained.
Support, maintenance and equipment replacement service standards should be agreed in line
with the organisation’s priorities.
Software and firmware updates should be tested before being deployed to live systems and software
development should be undertaken in an isolated ICT environment. Knowledge and role sharing can
be introduced within internal ICT departments to prevent over reliance on specific individuals.
Further information on business continuity is available from Griffiths & Armour, upon request.
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System Security
Areas to consider when securing ICT systems include:
•

Compliance with recognised ICT security standards, such as ISO 27001
or the Government-backed Cyber Essentials scheme.

•

Tightly limiting the the number of domain administrator user and service accounts (with
disabled interactive login).

•

Authenticating the identity of all users. Particular attention should be paid to authenticating
users with privileged accounts, such as domain administrators, and those accessing
systems from and/or located outside the network. Multi-factor authentication is now
commonplace for such users. It is also increasingly a requirement for standard users even
when within their own network.

•

Establishing anti-malware and intrusion detection software across the entire system (including
portable devices). Regular updates to such software should be applied. Advanced malware
protection, such as end point detection and response software, also scans for unusual network
activity to protect against unknown (as well as known) malware and is therefore recommended.

•

The means to quickly become aware of and apply critical security patches for all operating
systems, applications, firmware, plug-ins and components. Ideally, critical updates should
be applied within a maximum of seven days. Unsupported software, such as obsolete
operating systems, should be removed from the system. Where this is not possible, strong
mitigation measures should be established.

•

Establishing a security operations centre to provide 24/7 specialist cyber security
monitoring and support.

•

Security hardening of operating systems and applications in accordance with
recognised guidance.

•

Establishing network access control to only allow trusted devices to use the network.

•

Segmenting internal and external networks by means of properly configured firewalls (with
strong port and service restrictions), Demilitarised Zones (DMZs) and Virtual Local Area
Networks (VLANs).

•

Encrypting and authenticating communications, such as those over wireless and virtual
private networks.

•

Ensuring regular off-network or immutable data backups are generated to protect
against ransomware attacks.

•

Undertaking regular system vulnerability scanning and periodic penetration testing.

•

Providing cyber security training to staff, administrators and developers.

•

Conducting social engineering tests of staff.

•

Installing physical security, CCTV systems and intruder alarms to key ICT areas, such as
server rooms.

•

‘White listing’ authorised applications to prevent malware from running.

•

Preventing users from downloading, transferring or installing executable files.

•

Generating secure audit trails of user and system activity, including ICT staff, and
flagging suspicious behaviour. Security incident event management systems can assist
with monitoring and flagging higher risk activity.

•

Disabling or restricting USB ports.
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Data Protection
Where personal data is held, policies and procedures should outline how the
organisation complies with all six principles specified within the GDPR. Good
practice in respect of personal, sensitive and/or confidential data includes:
•

Establishing an information asset register to identify, locate, quantify and classify the
sensitivitity of all data used by the organisation.

•

Configuring or protecting systems so that users cannot copy, transfer, export or save large
quantities of data, such as by using data loss prevention software.

•

Configuring systems so that users cannot copy, transfer, export or save large quantities of data.

•

Encrypting data both when in transit and at rest.

•

Locating databases within protected internal networks.

•

Disabling system access to portable devices and media, such as laptop hard drives, mobile
phones, USB drives, memory cards and disc writers.

•

Fully erasing and/or destroying redundant
ICT equipment and media.

•

Ensuring that control measures also apply
to data backups and staff with remote
access, for example homeworkers and
those with smart phones.

•

The ability to remotely wipe devices.

Further information on data protection is
available from Griffiths & Armour, upon request.
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Website, Internet, Email and Phone Use
The use of websites, internet and email services are now integral to the
operation of most organisations. These are now considered in turn:

Website
The nature, purpose and functions of websites can vary extensively. Examples include: product
and/or service sales and support; uploading, downloading, streaming and processing facilities;
secure user areas; forums; blogs; links to (or aggregated information from) third party websites;
and payment facilities (refer ‘Payment Card Transactions’ section of this guidance). Whatever
the purpose of the website, it is recommended that it displays relevant terms, conditions and a
privacy notice that have been produced in consultation with legal advisers.
Where any website content can be added, uploaded or altered by third parties, it is
recommended that some form of content vetting and/or moderating is undertaken. Users of
such systems should be required to formally register, preferably involving some form of identity
verification, such as via their email address. During registration they should also confirm that
they will comply with any relevant terms and conditions.
Where users access secure areas of a website, use of the latest version of the TLS (Transport
Layer Security) protocol should be considered. This encrypts and authenticates internet
communications between users and websites, and are typically denoted by ‘https’ at the start
of the internet address and/or the display of a padlock icon in browsers. For higher risk websites
consideration should be given to protecting these with a web application firewall.
It should be ensured that any website penetration testing or vulnerability scanning undertaken
takes account of common website weaknesses and attack methods, such as:
•

Broken access control.

•

Vulnerable and outdated components.

•

Cryptographic failures.

•

Identification and authentication failures.

•

Injection.

•

Software and data integrity failures.

•

Insecure design.

•

Security logging and monitoring failures.

•

Security misconfiguration.

•

Server-side request forgery.

Further information on the above is available here:

Read More

Internet
All staff with internet access should be trained on the acceptable internet use policy and how
to browse the internet safely. Internet browsers should be protected against malware and
configured to block, filter and report websites with unsafe and/or inappropriate content. Some
organisations also place restrictions on the use of data streaming, such as for video and music,
and access to social media sites.
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Email
Staff should be trained on how to identify and report phishing emails and not to open
emails, links and attachments from unknown senders. Non-authorised means of electronic
communication should be prohibited, as these may not be as secure as the organisation’s email
system. Examples of such communication could include private email addresses, mobile phone
text messages and social networking platforms.
Systems should scan email attachments and weblinks, and incorporate detection and filtering of
inappropriate content, spam and spoof email. It is recommended that email signatures include
any relevant terms and conditions, such as in relation to data protection.

Phone
A common social engineering practice is to attempt to manipulate individuals via a direct phone
call. Employees should be instructed to treat phone calls as suspicious where these:
•

Pressure them to bypass or ignore your organisation’s policies or procedures, in
particular in respect of payments and changes to banking details, system accounts and
contact information.

•

Request personal and/or security information.

•

Convey a false sense of urgency or make unrealistic threats.

•

Use some of the common social engineering approaches and techniques highlighted earlier
in this guidance, for example: name dropping senior colleagues; building rapport and then
asking for a favour; and/or offering something in return for a requested action.

If employees suspect a phone call is suspicious, they should be asked to end the call and
report it immediately.

Payment Card Transactions
Organisations that accept payment cards must ensure that relevant systems
comply with the Payment Card Industry Data Security Standard (PCIDSS). The
guidance is designed to meet six objectives:
•

Build and maintain a secure network.

•

Protect cardholder data.

•

Maintain a vulnerability management
program.

The full standard is available for download here:
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Implement strong access control
measures.

•

Regularly monitor and test networks.

•

Maintain an information security policy.

download
Register
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Griffiths & Armour Risk Management Services
Risk management is a cornerstone of Griffiths & Armour’s proposition. Simply put, good quality
risk management practices lead to fewer incidents and claims, which in turn help minimise
premium spend and retained costs. Our guiding principles for risk management are innovation,
practicality and focus on your desired end result, which can be anything from premium reduction
to legal compliance. This, coupled with our core belief that you should get the very best we
have on offer from day one, ensures a strong partnership based on communication, trust and
transparency. Specialisms include:

Strategic risks

Business continuity
and supply chain

Cyber risks

Online risk
management systems

Liability claims
defensibility

Health, safety and
environment

Motor fleet risk
management

Property risks

If you would like to discuss any of these risk management services please contact us on
0151 236 5656 or by email.
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Legal Notice
Insurance Brokers and Professional Risks are divisions of Griffiths & Armour, a partnership which is
authorised and regulated by the Financial Conduct Authority.
Risk management services are not regulated by the Financial Conduct Authority.
This document does not provide legal advice and is not a substitute for obtaining specific legal
advice in order to protect the interest of your business. Should you require legal advice on any of
these matters, please contact your legal adviser. It is intended only to highlight issues that might
be of interest to Griffiths & Armour clients. The contents of this document are based primarily on
the legal position under English law and may be subject to change. Further, more detailed advice
may be appropriate in relation to other jurisdictions in which you work. Where links to third party
websites are provided, we accept no responsibility for their content.
© Griffiths & Armour.
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Our Values:

Supportive
Personal
Proactive
Reliable

& that’s the difference

griffithsandarmour.com
Insurance Brokers is a division of Griffiths & Armour, a partnership which is authorised and regulated by the Financial Conduct Authority.
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